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BSP Release Notes 

Platform details  
 

Platform BSP ID  Previous  Current  Date 

HMeX205, HMeX207, HMeX210, HMeX215, 
HMeX205 WEB, HMeX207 WEB, HMeX210 WEB, 

HMeX215WEB 
UN78  4.1.692  4.1.707  12. Sept. 2025 

 
Short summary  

This update includes 
• A correction in 15 inches devices  
• A correction when admin password is changed twice when no expiration is set  
• Several CVE corrections  
• An updated gstreamer library for optimized support of multimedia content 
 

Devices with this BSP version can only be programmed with HMWIN version 4.5 or higher. 
If using HMeX200 series with video streaming features HMWIN version 4.7 or higher is needed. 

 
Items in this table are classified as: 
 

Feature Implementation of a new feature  

Bug 
Solution to problems reported by users.   
Summary may include the Case ID number assigned during technical support  

CVE Activities related to common vulnerabilities and exposures (CVE)  
S Implementation related to cyber-security. It may include features or bugs  

 

Ticket ID Type Summary Notes 
BSP-16157  Bug  Fixed 15 inches full hd compatibility issues    

BSP-16176  Bug  It is not possible to change the password for the 
"admin" user when validity of password is not 
configured  

  

BSP-15900  CVE  CVE-2022-49842    

BSP-10307  CVE  CVE-2022-48747    

BSP-10306  CVE  CVE-2022-48748    

BSP-10033  CVE  CVE-2024-27405    

BSP-9797  CVE  CVE-2022-49647    

BSP-9717  CVE  CVE-2022-49695    

BSP-9658  CVE  CVE-2022-49700    

BSP-9650  CVE  CVE-2024-57979    

BSP-9495  CVE  CVE-2024-46852    

BSP-9224  CVE  CVE-2023-53021    

BSP-9209  CVE  CVE-2022-49078    

BSP-9169  CVE  CVE-2022-49349    

BSP-9161  CVE  CVE-2022-49385    

BSP-9159  CVE  CVE-2022-49388    

BSP-9059  CVE  CVE-2022-48754    

BSP-8967  CVE  CVE-2024-38605    

BSP-8965  CVE  CVE-2024-35955    

BSP-7085  CVE  CVE-2024-50267    
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BSP-7081  CVE  CVE-2024-53057      

BSP-6915  CVE  CVE-2021-47609    

BSP-6754  CVE  CVE-2024-47730    

BSP-9219  CVE  CVE-2024-4453    

BSP-7324  CVE  CVE-2024-47537    

BSP-7319  CVE  CVE-2024-47603    

BSP-7318  CVE  CVE-2024-47602    

BSP-7317  CVE  CVE-2024-47601    

BSP-7315  CVE  CVE-2024-47596    

BSP-7314  CVE  CVE-2024-47546    

BSP-7313  CVE  CVE-2024-47545    

BSP-7312  CVE  CVE-2024-47544    

BSP-7311  CVE  CVE-2024-47543    

BSP-7305  CVE  CVE-2024-47598    

BSP-7304  CVE  CVE-2024-47597    

BSP-7303  CVE  CVE-2024-47834    

BSP-7301  CVE  CVE-2024-47539    

BSP-7300  CVE  CVE-2024-47540    

BSP-16181  Feature  Add possibility to change the password after expiring    

BSP-16087  Feature  Updated gstreamer libraries    
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